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How to make and import https certification

Description: this document will show you how to make https certification, and
import it at camera & PC
Prerequisites: Need you install latest version search config tool at your PC

Section 1 Make a https certification
Step 1 Click Tool > Https certificate

SearchConfig Tool V2.0 efresh L S longuoge = | @ Help -

O Al OIPCPTZ O NVRIXVR Device Model All ~ Kemel Version re Version All
No. Type  Status Channels  Code Device N SN Ke
System Configuration
B Device: 0 Current display: 0 Count: 0 Please enter search content

Step 2 Make root certificate

Root Certificate [C Htificate ID* testl ]
Equipment certificate Srmcate =
Public key length 2048 <
Country* CN
Domain Name* TEST.COM
Validity* 180 day

Province/state

Region

organization

Unit

E-mail

Prompt: Only characters can be entered for country name, such as CN.
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Note: need to noticed, the certificate ID will be the name of
certification
Step 3 Make Equipment certificate
3.1 select the root certification
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3.2 Input information, need to noticed the certificate ID must be different from

the fist certification’s password
And for the ip segment, you need to input camera’s segment

Https certificate
E;;:)i-.e;ifs:;ei ficate Root Certificate rrtification/test1.crt
I Certificate ID* test2 I
Public key length 2048 v
Country* CN
|1p Segment * 192.168.1 |
Validity* 180 day

Province/State

Region

organization

Unit

E-mail

Prompt: Only characters can be entered for country name, such as CN. The IP
segment format is 192.168.1.
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Then the certification is finish

gl testl.ert 2023/5/5 21:48 Z2IEH 3 KB

Il test2.pem 2023/5/5 21:53 PEM 3Z{% 5 KB

Section 2 Import certification to camera and PC
Step 1 Click configuration > Safety management > Certificate management

Tiandy Live View Playback Log Configuration TC-Co5WS SPECISENMHATTNVAA (B) aamin (B) (7)
Cammean Seltings Certificate management  Authentication type  Session timed aut -
Audio Video Set 7

Network ‘Server/Client Certificate: Import
Bask: Set
Advanced Set

default 2021-07-1505:04:04  2038-01-19 11:44:07 Narmal HTTPS,SRTP

Event Schedule
Smart surveillance
Slorage

System

Step 2 Click import and choose the certification, then import it
F |

Certificate import x

Certificate ID | test

Server/Client Certificate
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€ > o~ N ~ « Security > SearchConfig Tool V2.0 » resource » Certification

HiR ~ it

NEs +» B EEEA
- 2023-03 [ test2.pem 2023/5/5 21:5:
T 2023-04

LR, #E, J|iE B




Tiandy Technologies Co., Ltd.

liand
. ___________________________________________________________________|
Ia n y No.8 Haitai Huake Rd2(Huayuan), Binhai Hi-Tech Zone, Tianjin 300384, China Tel: +86-22-58596037 Fax: +86-22-58596177 en.tiandy.com

Certificate management Authentication type Session timed out

Server/Client Certificate Import
I default 2021-07-15 05:04:04 ~ 2038-01-19 11:14:07 Normal HTTPS,SRTP
test 2023-05-05 13:53:57  2023-11-01 13:53:57 Normal Delete

Step 3 Go back to Configuration > Advanced Set > HTTPS page, then choose
the certification which you import before
Then device’s part is finish

Tiandy Live View Playback Log TC-C35WS SPECHISENMHEmmA
ESCIIE R PFiter  Emal  PPPoE  Multicast ~ QoSSettings  B021x  AccessPlatorm  RegisterCenter | HTTPS | SRTP  SNMP
Audio Video Set
Network Enabled
L=md Server certificate [ defauit ~
Safety management m
Event Schedule
Smart surveillance
Storage
System

Step 4 install certification at PC
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Then this part is finish
Last step reopen the browser and you can see there is no warning on it
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